Recently chaos-based encryption has been obtained more and more attention. Chaotic 
Introduction
Chaos is a kind of complex dynamic behaviors generated from determined nonlinear systems. Chaotic behaviors are extremely sensitive to initial conditions, difficult to predict in a long-term [1] [2] [3] . Chaos synchronization (CS) is of essential importance for many physical, biological and engineering systems. Pecora and Carroll's poineer work on GS communication [4] has made the research on GS to developed rapidly [5] [6] [7] [8] [9] [10] [11] . The apparant random behaviors of chaotic systems makes them to provide new tools for cryptography and other fields [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] .
In cryptographic terms, the strict key avalanche criterion means that when any bit of the key change, each binary bit of the ciphertext should have a change with the probability of one half [26, 27] . In 2013, a d-bit segment stream encryption scheme with avalanche effect (SESAE) has been presented [28] . The feature of the SESAE is to make each bit of the decrypted plaintext changed to 1 with probability of (2 d -1)/2 d if using an ideal d-bit PRNG [28] . Following [28] , some 2 16 -word PRNGs have been designed [19, 29, 30] , which provide a new tool in cryptography.
Dynamic chaotic systems without equilibria have generally complex dynamic behaviors [31] , and more suitable to design PRNGs because there are corresponding chaos criterion theorems on them. In a recent paper [19] , we have firstly intorduded a kind of disrete chaotic system without equilibria (DCSE), used a DCSE to design a PRNG applying to SESAE.
Conseqently, studing new theorems on DCSE, PRNGs and their applications to SESAE is important both for theoretical researchs and pactical applications. This paper firstly set up two new propositions for determining 4-dimensional DCSE. Our propositions extend the results obtained in [19] . And then introduces such a DCSE. Thirdly construct an DCSE-based generalized CS (GCS) system, and simulate the complex dynamics of the system. Fourthly designs a DCSE-GCS-based PRNG. and uses the NIST FIPS 140-2 test suite [32] to test the randomness of the GCS PRNG, the RC4 algorithm and the ZUC algorithm [33] . Finally, using the GCS PRNG and the SESAE [28] encrypts an RGB image with numerical analysis. 
Definition and the GCS Theorem
Definition 1: (Similar to [34, 35 ] ).Consider two systems,
where
If there exists a transformation
and a subset nm XY B B B     ¡¡ such that all trajectories of (1) and (2) with initial conditions in B satisfy lim
then the two systems (1) and(2) are said to be in GS with respect to the transformation ( ( )) Hk X . System (1) is called the driving system, while system (2) is the driven system. In particular, if the two systems are chaotic, then the GS is called a generalized chaos synchronization (GCS).
In order to construct a new discrete chaotic system with the GCS property, the following theorem is needed.
be defined by (3)- (6) , and
is an invertible transformation. If the two systems (1) and (2) are in GCS via the transformation
G YX given in (2) will have the following form:
guarantees that the zero solution of the following error equation is asymptotically stable:
Substituting (13) into the third equation of system (12) 
where 12 (18-3) and conditions (iii). Those imply
then 0 m  because of (19) and condition (iv), so 1 ( ) 0 xk and similarly 2 ( ) 0 xk . then
This contradiction shows that system (17) has no equilibria. This completes the proof. Table 1 shows fourteen systems which satisfy propositions 1 and 2, respectively. The corresponding Lyapunov exponents and initial conditions are listed in the table. The largest Lyapunov exponents of all systems are positive. Therefore they are chaotic systems. The chaotic orbits of the state variables 1 () xk, 2 () xk, 3 () xk and 4 () xk of the systems are shown in Figure 1 and Figure 2 . It can be observed that, although the same initial conditions are used, the chaotic systems have different dynamical characteristics. Table 1 4. A chaotic System-Based GCS Theorem Firstly, we construct a 4-dimensional polynomial system ( 1)
From Proposition 1, system (20) has no equilibria. Calculated Lyapunov exponents of this system are   0.00104, 0, 0.00089, 0.00761 . Therefore, it is chaotic. System (20) is used as the driving system of our GCS system. 
where ( , ) q XY is used to ensure the error Equation (11) be asymptotically stable. Using Theorem 1, we can select a driven system as following form:
Therefore system (20) and (24) are in GCS with respect to transformation (22) . Now choose (25) and (26) as initial conditions:
The numerical simulated chaotic orbits of state variables 1 2 3 4 , , , x x x x and 1 2 3 4 , , , y y y y for the first 50000 iterations are shown in Figure 3 and Figure 4 , respectively. The evolution of state variables: Figure 5 and Figure 6 . It can be observed that the dynamic behaviors of the chaotic system demonstrate chaotic attractor. Moreover, as the theory predicts, with respect to transformation 
( ) ( ) ( ) y k y k y k  Figure 5 . The evolution of state variables: Figure 6 . The evolution of state variables: T is defined by
The seeds of the chaotic PRNG are the initial conditions of the GCS system, which can be chosen via random number generator. Therefore, the output key streams of the chaotic PRNG can be obtained via the transformation (28) on the chaotic streams of the GCS systems (20) and (24).
Pseudorandomness Test
The According to Golomb's three postulates on the randomness, the ideal pseudorandom sequences should satisfy [38] , the ideal values of the first three tests should be listed in the fourth column of z are both Matlab commands. The FIPS 140-2 test is used to check 1,000 keystreams randomly generated, respectively by the chaotic PRNG with perturbed randomly initial conditions (25) and (26) Table 3 , which the results are described by mean values  standard deviation (Mean  SD). The Rivest Cipher 4 (RC4) has been widely used in popular protocols such as Secure Sockets since it's designed in 1987. The RC4 algorithm as PRNG can be designed via the Matlab commands which is shown in Figure 8 . 
"mod" means modulus after division; "zeros(1, N)" is a zero raw vector of dimension . N Consequently, the RC4 algorithm based L -bit segment PRNG is designed. Next, using FIPS 140-2 test to test the 1,000 keystreams randomly generated by RC4 PRNG. Results show that 1 and 12 sequences fail to pass the FIPS 140-2 test and G FIPS 140-2 test, respectively. The statistic test results are listed in the forth column of Table 3 . Furthermore, ZUC is a stream cipher that forms the heart of the third generation partnership project (3GPP) confidentiality algorithm 128-EEA3 and the 3GPP integrity algorithm 128-EIA3. Then, using FIPS 140-2 test to test the 1,000 keystreams randomly generated by the ZUC algorithm [33] . It demonstrates that all of the sequences pass the FIPS 140-2 test, and 21 sequences fail to pass the G FIPS 140-2 test. The test results are listed in the fifth column of Table 3 . Finally, compare all test results shown in Table 3 . It can be observed, the statistical properties of the pseudorandomness of the sequences generated via the three PRNGs don't have significant differences.
Key Space
The key parameters set of the proposed CHAOTIC PRNG includes the initial condition 
The perturbed keys have the forms
The Matlab platform uses double precision decimal computations. That means each computed decimal number has 16 bits' accuracy. Therefore, one can select 16 
10
| | 1, 1, , 24,
0. The comparison results are shown in the third column of Table 4 , where SV denotes the statistic values, DC denotes the different codes, and CC denotes the correlation coefficients.
Observe that the average percent of different codes is 50.0136%, which is very closed to the ideal value 50% . And the average of the correlation coefficients is 0.00583440 , also very closed to the ideal value of 0. 2 ), which is larger than the key space 10 24x15 obtained in [19] . 
Simulations on SESAE
Consider the avalanche effect of the CHAOTIC PRNG, which is used to encrypt an RGB image "tower" with 250  140 pixels. The simulation is implemented via the Matlab R2016a platform. The SESAE experiments on CHAOTIC PRNG are described as follows: Prosedures (1)-(4) are the same as those given in [19] . The receiver randomly disturbs the initial conditions i zero codes. The first five images with minimum zero codes and the last five images with maximum zero codes are shown in Figure 9(c)-(l) . Therefore, the percentages of the numbers of "1" codes in the 1000 decrypted images are within the range [0.999970, 0.999998] , which are near to the ideal value 16 16 (2 1) / 2 0.999985  , and are similar to those given in [19] . Table 5 lists some statistical data of the norms between the original key stream 0 S and the key stream , ij S used in the above ten decrypted images, respectively. The results suggest that there are no significant correlations between the norms and the corresponding decrypted image, and similar to those obtained in [19] . Remark: To resist attacks, one may consider implementing an "one-time-pad" scheme into CHAOTIC PRNG: Let X be a set in the seed space (initial conditions) of the CHAOTIC PRNG, and assume that Alice and Bob share a one-to-one map : f  XX . Before each communication, Alice randomly selects an element x  X and sends it to Bob. Then, they both use () fx as the seed for one-time encryption.
In summary, the simulation shows that using the CHAOTIC PRNG and SESAE to encrypt RGB images is able to generate encrypted images with significant avalanche effects.
Concluding Remarks
The main results of this paper are summarized as follows: a. This paper proposes two propositions on 4-dimensional discrete systems without equilibra, which extend the results obtained by [19] . b. A 4-dimensional discrete chaotic system is proposed. Using the system and the GS theorem designs an 8-dimensional GCS system. c. Using the 8-dimensional GCS system constructs a chaotic PRNG. The results show that the randomness of the sequences generated via the chaotic PRNG and others are similar. e. Numerical simulations show that the CHAOTIC PRNG is able to generate significant avalanche effects, and the percentages of the "1" code in the decrypted texts for different keystreams are larger than 0.999970, which is very closed to the idea value of 16 16 (2 1) / 2 0.999985  and similar to those given in [19] . Therefore, it verifies the proposed chaotic PRNG is a qualified candidate for SESAE.
In summary, the proposed chaotic PRNG is a promising candidate for practical applications. Further comparison with different state-of-the-art PRNG schemes in terms of computational complexity, storage requirement, communication cost, etc., it will be carried out in future research along the same lines.
